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[bookmark: _Toc450567592][bookmark: _Toc465763479][bookmark: _Toc127366785]Introduction
[bookmark: _Toc450567593][bookmark: _Toc465763480][bookmark: _Toc127366786]Document References
[List the filename and locations of the supporting process documents. Also list references to any other documentation that has influenced the design]
	# 
	Document 
	Location 

	1 
	Manual steps document and recording
	\\Smbgpa\cpbomgmt$\Process Improvement\Robotic Process Automation\POPB194_HB Self Pay Credit Review

	2
	
	



[bookmark: _Toc450567595]

[bookmark: _Toc465763482][bookmark: _Toc127366787]Solution Overview
[bookmark: _Toc450567596][bookmark: _Toc465763483][bookmark: _Toc127366788]Solution Diagram
[Illustrate the proposed solution and use more than one diagram if necessary. Label the steps using the same terminology as in the Solution Description below. ** Main loop and main decisions only **] 


[bookmark: _Toc450567597][bookmark: _Toc465763484][bookmark: _Toc127366789][bookmark: _Toc450567599]Scheduler Considerations 
[While the business operation may be performed at certain times before automation, there is generally more opportunities for automation to work at different hours to the business’s benefit. Here we list the agreed upon times for the automation to run based on what was available on digital workers and business process operation restrictions. Other considerations include running on a single VDI or potential concurrent operations. Does the automation require multiple subprocesses starting independently?
Note – Stopping Condition in the table below refers to things like a specific time to stop, maintenance windows, number of items processed, specific application downtime, etc.
Note – Duration in the table below refers to how long it typically takes to shut down (close applications, create reports, etc).]
	Day/Date
	Start Time
	Stopping Condition
	Estimated Shutdown Duration
	Multiple Digital Workers?
	Digital Worker Pool?

	Mon-Sun (7 days) include Holidays
	1:00 AM
	11:30 PM
	10 min
	Yes (2 Resources needed)
	No

	 
	 
	 
	
	 
	

	 
	 
	 
	
	
	



[bookmark: _Toc127366790]Target Applications
[Please list the applications that the automation will be using. The version tracking here will be during the automation build and delivery but will be finalized at release of the automation to production. Please also list any known repetitive maintenance times of the application. This information is mainly used to help identify cause if issues once the automation has been released.
Test System Access Differences in the below table is for any configuration changes, refresh requests, or different versions for example. Client refers to Client/Server application.]
	Application Name
	Version
	Application Type *
	Client (Y/N)
	Test System Usage (Y/N)
	Test System Access Differences
	Planned Downtime

	 Epic
	10.4
	Windows Application	Y
	Y (SUP)
	N/A
	 ISM, Upgrade Related Downtimes

	 Chrome
	119.0.6045.200 
	Browser Application	N
	N/A
	N/A
	Scheduled website downtimes

	MS Office
	2016
	Windows Application	N
	N/A
	N/A
	N/A


	* Application Type 

	Windows application

	Browser Application 

	Surface Automation (Citrix, RDP, VM)

	Java Application

	Mainframe Application



[bookmark: _Toc127366791][bookmark: _Hlk152503095]Solution Description
[This section contains information about various components of the overall solution. Please see each section below for details.]
[bookmark: _Hlk28947167][bookmark: _Hlk152506700]Activity 1: Start Up
1.1 Start Epic
1.1.a) Launch Epic 
1.1.b) Log in to Epic department

1.2 Start Trust Commerce
1.2.a) Launch Trust Commerce on Chrome (https://vault.trustcommerce.com/ --force-renderer-accessibility=complete)
1.2.b) Enter Customer ID (username) and Password in respective fields 
1.2.c) Press Login

Activity 2: Populate Blue Prism Work Queue
2.a) Delete Pending Items from BP active WQ
2.b) Clean up the desktop files 
2.c) In Epic filter and find the Epic WQ designated for working HB self-pay balances
2.d) Open Epic WQ
2.e) Click Export the Epic WQ to an xlsx. Workbook
2.f) Save the export to desktop
2.g) Get the desktop file
2.h) Get the worksheet as collection
2.i) Clean up the collection to only include patient payments (co-pays, etc.)
2.j) Sort the collection by oldest date entered in the WQ
2.k) Tag credit card vs. check refunds (EFTs are considered checks) and load the collection to separate BP WQ 
2.l) Clean up the desktop files

*Get Next Item – Workflow loop (automation takes one account (HAR) at the time from WQ and works as designed)
Activity 3: Work Item
Activity 3.1: Epic HB Self-Pay Balance Check
3.1.a) Select the WQ Item using BP WQ Key Item [Item Data.HAR ID]
3.1.b) Read Patient Acct ID on the left pane of Epic screen and store in Data Item

Alt Scenario 1: Does Acct ID = [Item Data. HAR ID]?
· If yes move to Alt Scenario 2
· If no mark item as business exception and go back to Get Next Item
· Refer to business exception handling section for handling of the item

Alt Scenario 2: Is self-pay refund amount > $1,000 and is made with a Check?
· [bookmark: _Hlk152059580]If yes mark item as business exception and go back to Get Next Item
· Refer to business exception handling section for handling of the item
· If no move to Alt Scenario 3

Alt Scenario 3: Is there an open HB Insurance Balance (indicated in the WQ column)? 
· If yes move to Alt Scenario 4
· If no move to step “3.1.d”

Alt Scenario 4: Has this HAR been deferred by the bot 3 times for no more than 90 days for open HB Balance? 
· If yes mark item as business exception and go back to Get Next Item
· Refer to business exception handling section for handling of the item
· If no move to step “3.1.c”

3.1.c) Defer the HAR from posted date the WQ for 30 days and go back to Get Next Item (workflow loop)

3.1.d) Hover over GUARNATOR section on the left pane of Epic screen and read Guarantor Demographics
3.1.e) Extract “Patient Address”, “Returned Mail” or “Bad Address” status if present
[bookmark: _Hlk152502833]
Alt Scenario 5: Is this a check payment with “Returned Mail” or “Bad Address” status? 
· If yes mark item as business exception and go back to Get Next Item
· Refer to business exception handling section for handling of the item
· If no move to Alt Scenario 6

Alt Scenario 6: Does the HAR have an International Address on file?
· If yes mark item as business exception and go back to Get Next Item
· Refer to business exception handling section for handling of the item
· If no move to step “3.1.f”

3.1.f) Go to Guarantor Summary Page 
3.1.g) Read Balances section for Hospital and Professional Self-Pay and Bad Debt Balances
3.1.h) Store the results to a data item and flag “True” if Self-Pay and Bad Debt Balance Exist
3.1.i) From Guarantor Summary go to Hospital Tx Inquiry
3.1.j) In Hospital Tx Inquiry Read Charges Bucket and store Department Names to a BP Collection
i. Department names containing certain abbreviations will be considered carve-outs

Alt Scenario 7: Does BP Collection with Hospital Department Names has a Carve-Out Department Specified by the Business (see above)? 
· If yes mark item as business exception and go back to Get Next Item
· Refer to business exception handling section for handling of the item
· If no move to step “3.1.k”

3.1.k) In Hospital Tx Inquiry read Payments and Refunds section into a BP Collection

[bookmark: _Hlk152060947]
Alt Scenario 8: Does BP Collection contain the payment procedure (co-pays, etc.,) code that needs to be worked by the bot (1001, 1009)? 
· If yes move to step “3.1.l”
· If no mark item as business exception and go back to Get Next Item
· Refer to business exception handling section for handling of the item

3.1.l) In Hospital Tx Inquiry read Adjustments into a BP Collection

Alt Scenario 9: Does the Hospital Tx Adjustment Collection contains adjustment procedure code that CAN be reversed (see list below)?
· If yes output a flag to “True” to reverse and move to step “3.2.a”
· If no move to step “3.2.a”
[image: ]






Activity 3.2: Epic PB Self-Pay Balance Check
3.2.a) From Hospital Tx Inquiry click “Go to” or “More Button”
3.2.b) From displayed menu access Prof Billing Visit Accounts
3.2.c) In Advanced Filters update the date to display 24 months of Accounts data from the post date
3.2.d) Read Visit Accounts to a BP Collection

Alt Scenario 10: Does Prof Inquiry Tx Visit Account Collection has adjustment procedure codes that CAN be reversed (see list above)? 
· If yes output a flag to “True” to reverse and move to Alt Scenario 11
· If no move to Alt Scenario 11

Alt Scenario 11: Does the Prof Inquiry Tx Visit Inquiry Collection contains carve out departments with open 
insurance balance (see above)?
· If yes mark item as business exception and go back to Get Next Item
· Refer to business exception handling section for handling of the item
· If no move to Alt Scenario 12

Alt Scenario 12: Check vs Credit Card Payment?
· If Credit Card move to step “3.3.a”
· If Check move to Activity “3.4” Alt Scenario 16

Activity 3.3: Trust Commerce - Credit Card Validation
3.3.a) In Trust Commerce check the transaction using Tx ID 
3.3.b) In Trust Commerce check deposit date

Alt Scenario 13: Credit Card active and payment date is less than 17 months old? 
· If yes move to Activity 3.4 Alt Scenario 16
· If no move to Activity 3.4 Alt Scenario 14 and output a flag to process as a check refund

Activity 3.4: Epic Account Update - Self-Pay Balance Refund

Alt Scenario 14: “Bad Address” or “Returned Mail” flag is marked as “True”?
· If yes mark item as business exception and go back to Get Next Item
· Refer to business exception handling section for handling of the item
· If no move to Alt Scenario 15

Alt Scenario 15: Flagged to be processed as a Check Refund and refund amount is >$1,000?
· If yes mark item as business exception and go back to Get Next Item
· Refer to business exception handling section for handling of the item
· If no move to Alt Scenario 16

Alt Scenario 16: Is the PB Adjustment Flag marked “True” indicating reversal needs to be made? 
· If yes move to step “3.4.a”
•	If no move to step “3.4.e” 

3.4.a) Find and click the PB Tx that needs to be reversed 
3.4.b) Click Void/Reverse 
3.4.c) Add Comment 
3.4.d) Accept
3.4.e) Go back to Hosp Tx Inquiry

Alt Scenario 17: Is the HB Adjustment Flag marked “True” indicating reversal needs to be made?
· If yes move to step “3.4.f”
•	If no move to Alt Scenario 18

3.4.f) Select the Adjustment Code under Hosp Tx Inquiry
3.4.g) Click Reverse 
3.4.h) Select Other for Reason
3.4.i) Add a Comment 
3.4.j) Accept

Alt Scenario 18: Does the Guarantor Accounts Collection contain any Self-Pay or Bad Debt Open Balance? 
[bookmark: _Hlk152240541]•	If yes move to step “3.4.k”
•	If no move to step “3.4.s”

3.4.k) Under Payment and Refunds section select Tx that needs a balance move
3.4.l) Click Transfer Button
3.4.m) In Transfer Payment screen click send to HB
3.4.n) Check and output the balance that needs to be transferred
3.4.o) For non-full amount transfer click Other Transfer Amount
3.4.p) Input the amount that needs to be transferred
3.4.q) Under Select Hospital Account find and select the Hospital Account the funds need to be transferred to (oldest with the balance)
3.4.r) Click Accept 

Alt Scenario 19: Remaining self-pay balance that needs a refund? 
· If yes move to step “3.4.s”
· If no mark item as complete and go back to Get Next Item

3.4.s) In Hosp Tx Inquiry select the Payment Tx that needs a refund
3.4.t) Click Refund Button (Refund Screen Pop Up will show)
3.4.u) Enter Refund Code

Alt Scenario 20: Credit Card vs. Check (includes expired credit cards)? 
· If check move to step “3.4.v”
· If credit card move to step “3.4.cc”

3.4.v) Click Guarantor Button
3.4.w) Enter Refund Code
3.4.x) Under Guarantor click Override hyperlink
3.4.y) If patient is “Deceased” add “Estate of” to Payee name before the patient name
3.4.z) Update the address to ensure no extra line is left on the Check
3.4.aa) Enter reason for refund 
3.4.ab) Click Accept and move to step “3.4.ff”

3.4.ac) Click Credit Card Button
3.4.ad) Enter reason for refund 
3.4.ae) Click Accept and move to step “3.4.ff”
3.4.af) Close all Inquiry pages and go back to Get Next Item (workflow loop)

Activity 4: Close Down
4.1 	Report Out
4.2 	Close Down Epic and Trust Commerce

2.4.1. Shared Components
[List any VBOs (wrapper or base), sub-processes, and APIs that already exist but are planned to leverage. Wrapper VBOs are objects that are designed around a business function, like logging into an application. A base VBO is an object that contains individual actions, like Write User Id, Write Password, Click Login Button. The wrapper VBO would contain the actions from the base VBO.]
	Type
	Name

	Modification Required? (Y/N)
	Description

	 Base
	Epic Hyperspace Basic Actions
	        N
	Object designed to log in and log out of Epic Hyperspace.

	 Base
	PB Epic Hyperspace Work Queue
	                  Y
	Object designed to export WQs and select accounts from Epic work queues. Will need to add additional actions to read patient account numbers and demographics from left-side panel.

	 Base
	Epic Hyperspace Terminate
	N
	Object designed to close down Epic if logout action fails.

	 Base
	Epic Hyperspace Adj/Refund Review
	Y
	Object designed to perform actions in HB adjustment/refund space. It will read adjustment buckets, payment buckets and access Tx inquiry pages. Will add actions to issue refunds and reverse them if needed.

	 Base
	PB Epic Hyperspace Guarantor Account Actions
	        Y
	Object designed to perform actions in PB adjustment/refund space. It will read Prof Tx Inquiry. Will add actions to read HB and PB Balances from Liability Bucket.

	 Base
	Trust Commerce Basic Actions
	N
	Object designed to log in and out of Trust Commerce website.

	 Base
	Trust Commerce Transaction ID Search Actions
	N
	Object designed to search for Transactions in Trust Commerce. 

	Wrapper
	MS Excel VBO, MS Outlook Email VBO, Utility Collection Manipulation, Utility – Environment, Utility – Strings, Utility – File Management, Utility – General 
	                 N
	Internal objects used to interact with MS Office applications, strings, files, and environments.



2.4.2. New Components
[Describe new VBOs (wrapper or base), APIs, and Code stages (include language) that are being created for this solution.]
	Type 
	Description
	Inputs 
	Outputs 

	  Base
	Epic Hyperspace Account WQ Actions – object will be designed to perform following actions in the Account WQ: 
· Transfer the HAR 
· Defer the HAR
	[Epic Process Name]
[Epic Window Title]
[Transfer Destination]
[Transfer Comments]
[Defer Until Date]
[Deferral Reason]

	N/A

	  
	
	  
	  

	  
	
	  
	  



[bookmark: _Toc127366792]Exception Handling
[“Catch-all” exception handling is not recommended in that the actual exception reason can be lost making it more difficult to diagnose and resolve. Also, it can cause exception stacking and is susceptible to creating infinite looping.]
2.5.1 Business Exceptions:
[Business exceptions are criteria that the business area noted as important to be notified of or require their interaction to complete. This can range from data mismatch, outages, known application issues, extra logic handling required, critical thinking required, etc.]
	#
	Exception Name
	Description/Cause
	Critical
	Handling/Remarks

	01
	Alt Scenario 1: Acct ID <> HAR ID accessed from the WQ
	Bot accessed the HAR in Account WQ and it does not match the one in Blue Prism WQ.
	No
	This may mean that the account was manually moved or worked. In this case the bot will skip and get the next item from the WQ.

	02
	Alt Scenario 2: Self-pay refund amount is greater than $1,000
	Bot accessed the HAR with self-pay refund amount of greater than $1,000.
	No
	Will transfer for manual review to a WQ specified by the business.

	03
	Alt Scenario 4:
HAR has an open Insurance Balance and has been deferred three times
	Bot waited for the account to resolve the insurance balance but after the third check it is still open.
	No
	Will transfer for manual review to a WQ specified by the business.

	04
	Alt Scenario 5: 
Is this a check payment with “Returned Mail” or “Bad Address” status?
	Check payment with returned mail or bad address status
	No
	Will transfer for manual review to a WQ specified by the business.

	05
	Alt Scenario 6: 
Is this HAR have an international address on file?
	Address on the HAR is International
	No
	Will transfer for manual review to a WQ specified by the business.

	06
	Alt Scenario 7: 
Carve out department in HB Tx?
	Hospital transaction is from a carve out department 
	No
	Will transfer for manual review to a WQ specified by the business.

	07
	Alt Scenario 8: 
Payment code outside of the bot’s scope?
	Payment code is not within the list provided by the business (1000, 1001, 1009). 
	No
	Will transfer for manual review to a WQ specified by the business.

	08
	Alt Scenario 11: 
Carve out department in PB Tx Inquiry with open balance?
	Carve out department present in Prof Tx Inquiry with open balance
	No
	Will transfer for manual review to a WQ specified by the business.

	09
	Alt Scenario 14: 
“Bad Address” or “Returned Mail” flag is marked as “True” with inactive credit card? 

	HAR refund needs to be processed as a check and address is shown as bad or returned
	No
	Will transfer for manual review to a WQ specified by the business.

	10
	Alt Scenario 15: Credit Card is inactive, need to process as a check but the refund amount is >$1,000
	Refund needs to be processed as check and refund amount is greater than $1,000
	No
	Will transfer for manual review to a WQ specified by the business.



2.5.2 System Exceptions:
[In general, all errors are considered system exceptions but those noted from the above criteria are marked as business instead. Here we will list the exceptions that could be generally expected form the application or automation system that are not already noted as business exceptions.
Always have a catch-all in the Main Page to handle these.]
	#
	Exception Name
	Description/Cause
	Critical
	Handling/Remarks

	01
	 Excel Actions
	BOT failed to access, read, write, save Excel files:
· File does not exist
· File extension is not “.xlsx”
· Column has been moved or deleted
· Column name has changed
· Sheet name has changed 
	No
	Send an email notification to PBO developers stating the process failed due to not being able to perform Excel actions

	02
	Epic Launch Failed
	· BOT could not launch Epic logon window
· BOT could not access specific tabs in Epic to perform its actions
· Screen configuration change 
	Yes
	 Retry performing the task for 3 times.  
 
If exception is still encountered after the 3rd retry, send an email notification to CPBO developers and business owners. Process will be stopped. The current case marked as exception will be worked during the next WQ load.
 
Administrator raises ticket for application failure. 

	03
	Outlook Actions
	 BOT failed to access Outlook to send emails
	No
	Administrator raises ticket for application failure

	04
	Shared Folder Access Issue
	BOT could not access the shared folder to read and create files: 
· Target folder moved 
· Target folder name changed 
· Access denied 
· Shared Drive is full, no extra files can be saved  

	Yes
	Send an email notification to CPBO developers stating the process failed due to access issues or the drive is full 



[bookmark: _Toc127366793]Reporting
[List any needed reports, what information they contain (include column headings), and when they are executed (i.e. end of day, end of process execution). The notification column refers to any notification (via email perhaps) needed.]
	Report Name
	Description
	Column Names
	When to Execute
	Notification (Y/N)

	POPB194_HB Self-Pay Credit Review Process Report Complete
	Excel file containing the status off all processed items for the run
	Include all columns from the Account WQ
	Upon completion of the run
	Yes

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



[bookmark: _Toc127366794]Data

[bookmark: _Toc127366795]Work Queues
[Identify all work queues used in the solution, i.e., load, work, report, child. Typically, only one work queue is used but some situations may require more.]
	Work Queue Name
	Key Name
	Attempts (Retry)
	Encrypted (Y/N)

	POPB194_HB Self-Pay Credit Review Checks
	HAR ID
	No
	No

	POPB194_HB Self-Pay Credit Review Credits
	HAR ID
	No
	No



[bookmark: _Toc127366796][bookmark: _Toc450567602]Environment Locks
[An environment lock is like a token which can be used to prevent multiple digital workers from accessing a particular resource or critical section of a process, ensuring that any other sessions are made to wait for it to release the lock.]
	Environmental Locks
	Description

	Yes
	Will use to give permission to only one resource to load the WQs

	
	

	
	


[bookmark: _Toc450555118][bookmark: _Toc450567605]
[bookmark: _Toc465763490][bookmark: _Toc127366797]Data Security and Credentials
[bookmark: _Toc450555119][bookmark: _Toc450567606][bookmark: _Toc465763491][bookmark: _Toc127366798]Data Storage
[bookmark: _Toc450555121][bookmark: _Toc450567608][bookmark: _Toc465763493][Outline where data outside of Blue Prism Work Queues and target systems will be stored. E.g. data files, databases.]

	Name of source
	Source type (e.g. file type that will be stored)
	Storage Location
	Attachment

	Final Status Report
	 Excel file
	\\Smbgpb\pbo_rpa$\POPB194_Status Reports
	 

	Epic Workqueue Data
	 Excel file
	VDI desktop-delete after process is complete
	 

	BP Workqueue Data 
	N/A
	Database – follow standard Archive policy
	


[bookmark: _Toc450567609][bookmark: _Toc465763494]
[bookmark: _Toc127366799]Credentials
[bookmark: _Toc450567610][Describe which Windows domain and application credentials will be used and if and how they will be maintained by the robot] 
	Credential Name
	User for?
	Token Needed?
	Expiration Date

	
	 
	 
	 

	
	 
	 
	 

	
	 
	
	



[bookmark: _Toc127366800]Data Privacy
[Is data encryption required? What fields will contain Personal Identifiable Information (PII) or Protected Health Information (PHI)? What steps are being taken to protect this information? Encrypt Blue Prism Work Queue]
	Element
	Element Name
	Description
	How Protected

	Work Queue
	Patient Info
	Patient Information
	Encryption

	
	
	
	

	
	
	
	

	
	
	
	




[bookmark: _Toc127366801][bookmark: _Toc465763495]Assumptions/Notes
[bookmark: _Toc450567611][bookmark: _Toc465763496][bookmark: _Toc127366802]Technical
[Describe any technical assumptions, e.g. the resource PC has a mapped network drive etc.]
•	Epic Hyperspace is up
•	Network connection is working
•	BOT has OKTA access to Office 365

[bookmark: _Toc450567612][bookmark: _Toc465763497][bookmark: _Toc127366803]Business
[Describe any business process related assumptions, e.g. incoming spreadsheet has fixed format etc.]
•	Front end awareness of automation deployment
•	The business will work any HAR that are transferred for manual review
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Paycode Description Criteria
5015 Small Balance Write Off _ Can be reversed to apply pt money if date of adjustment < 2 years
5053 Home Base Discount Can be reversed to apply pt money if date of adjustment < 2years
7150 Terminal Bad Debt Write Off Can be reversed to apply pt money if date of adjustment < 2 years




